@ consoleconnect

Connect to
IBM Cloud




G consoleconnect

Purpose _

This document describes the prerequisites and procedure needed to create
a L2 Connection to IBM Cloud through the Console Connect web portal.

This document will guide you step-by-step to:
1. Provision L2 Connect on Console Connect
2. Accept the Direct Link in the IBM Cloud Portal

3. Configure BGP from your router to the IBM virtual router. For additional
information on this, please refer to the IBM documentation

Who is it for

iE) (S

Console Connect Product Product
Users Managers Owners
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Introduction _

The IBM Cloud Direct Link Connect solution lets customers leverage
a network service provider (NSP) to deliver connectivity to IBM
Cloud locations. This offering typically provides connectivity at a
reduced cost because the physical connectivity from IBM Cloud to
the Network Service Provider is already in place and shared among
other customers.

Create an IBM Cloud Connection

Prerequisites

Before creating an IBM Cloud connection, you will need to meet the
following requirements:

1. An IBM Cloud Account. If you do not have one, apply here

2. A Console Connect account. If you do not have one, apply here

3. IBM Cloud account setup to use a VRF - You can apply here

4. At least one active Console Connect Port - PAYG or Plan

5. Decide on whether you are using Direct Link Classic or Direct Link “2.0"
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https://cloud.ibm.com/registration
https://app.consoleconnect.com/sign-up/
https://cloud.ibm.com/docs/direct-link?topic=direct-link-overview-of-virtual-routing-and-forwarding-vrf-on-ibm-cloud#connectivity-options-for-ibm-cloud
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Procedure _

Step 1

Establish a connection on Console Connec

a Log in to ‘Console Connect’. e Click on ‘Connections’.

e Activity Community Network Pricing Order a port

consoleconnect
Log in to Console Connect O =
Ports Connections
. o
Active  Disabled Archived | Capacity v
° Click on the '+ (plus) circular button.
e Click on ‘Network’ tab in the main navigation at the top of the screen.
e Activity Community Network Pricing Order a port
e Activity Community Network Pricing
) . o} o4
Getting started guide Ports Cconnections

Get connected 30f5 i
—— Connections

g S Pending  Active  Disabled  Archived L Type N

v
v
v
Order a port o
Your company is verified! Order a port to
start connecting.

Port activation
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On the new connections page, you will see options to create connections with ° Select a PAYG source port and an Interconnect destination from the
multiple cloud services. Click 'IBM Cloud". drop down lists.
pgs com::uom Ports Connections
< Connections New connection < Cloud IBM Direct Link @
New connection 1BM Cloud
(@) Cloud Service
Cloud Ports Connection Payment
\aWS_” /A Azure Q
Ports

Select the source and destination of your connection.

AsbaaClowd Tencent Clowd 18M Cloud

Source port
Payg invoice port 860 Mbps available
multiple pops, Hong Kong HK
Enter your IBM Cloud Account ID. If you do not have an account ID, refer to the
Interconnect destination i
prerequisites section in this document on how you can obtain an account ID. o
hkg39a- Oceania -APAC, Hong Kong AU "
O -
Ports Connections

IBM Direct Link

New connection

Cloud Ports Connection

IBM Cloud details

To connect to IBM Cloud you must first have an account with them.
Please enter your account ID.

1BM Cloud Account ID

S5
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o Enter your desired connection name. Select a rate limit based on what your
port can support. Select PAYG as this allows you to pay as you go and gives
you more flexibility to support ever-changing requirements. You also have the
option to choose a plan. VLAN ID will be auto-assigned to. You can select the
duration for which you would like the connection. Based on the connection
duration, the prices is calculated and displayed for you to review before e 'B'Nww?j:nifii‘:nk O
proceeding to the next step.

Cloud Ports Connection

Note: The connection name needs to conform to validation rules. If not, you will . :

) ) ) Connection details
see an error message prompting you to make required changes. The naming S R R i
convention can be found in the FAQ section of this document.

Connection name i
Mags_Test
Note: Once your duration ends (after 12 months in the above example) your _q e
connection will automatically switch to month-to-month. This gives you F——— e s o
flexibility to review and update your contract based on your requirements. © 50Mbps Saz 2l tirs
Refer to Terms & Conditions for more information. Seta rate imit up to 370 Mbgs

Source VLANID i

Duration ' i

12 months -

597 00 Total minimum cost over 12 months is $1164.00.

Prices in US dollars
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When you click the ‘Next: Payment’ button, you will be directed to the @ Accept the Terms and Conditions and click the ‘Connect’ button. You will be
payment page. The price per month and total cost over the selected directed to the Pending connection screen on which a summary of the details
duration will be displayed. of your connection are displayed.

This is the first stage of creating the connection so it is extremely important
that you navigate to the IBM Cloud Portal and accept the connection. If you
(0] = do not accept the connection on the IBM Cloud Portal, your connection will
e not be established.

¢ Connection IBM Direct Link {7
B
New connection IEM Cloud
Cloud Ports Connection Payment
IBM Direct Link R
Pending connection 1BM Cloud
Payment

equest Accept on Cloud

The price for your connection is shown below. Please review and accept the terms and

conditions te provision your connection. Your Direct Link connection is waiting to be accepted. Please go to IBM Cloud and accept

the connection
597 00 Total minimum cost over 12 months is $1164.00.
per month Prices in US dollars TeSt
; b h Rx Tx
At 0-mo asis u u choase )
- n bps
Terms and Conditions
I have read, understood and accept the following. Summary Billing
Ter e
Summary
The Specific Terms for Console Connect L2 Connection Service and
Rate limit i 1BM bandwidth tier i
gh this online account is 20 Mbps 50 Mbps
and Customer (ie.:the
ct. PCCW Glcbal's Source port Interconnect destination i
erms-
te that the order is placed, and | e bound by Rayg el poct IBMHORE KoAE NI
e existing service contract or the general terms and conditions, as the
Contract
Duration Start Date End Date
3 12 months Pending Pending
12 months starting on the service commencement.
1BM Cloud
1BM Connection name i 1BM Cloud account ID
Test
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Step 2

Accepting on IBM Cloud Portal

Once you have completed the above steps and sent a request to IBM Cloud you need to
‘Accept’ the request on IBM Cloud to activate the connection. Follow the steps below:

o Go to IBM Cloud and enter your IBM ID and click ‘Continue’, e Click on the navigation menu in the top left corner.

Q  catalog

= IBM Cloud

D: Dashboard
Log in to IBM Cloud -
! 8 Resource summary
@ i
o
18Mid
S]

Continue.

0 Click on ‘Classic Infrastructure’, then ‘Direct Link’, then ‘Connect’.

IBM Cloud

22 Dashboard Object Storage
Data Migration

= Resource List
Cloud Backup
(LW

B Classic Infrastructure .
2K &> Cloud Foundry
Bandwidth

&% Functions

(=1
Log in to IBM Cloud @ Kubernetes ons
. £5 OpenShift IP Management
vm VMware Load Balancing
¢g> VPC Infrastructure Gateway Appliances
IPSec VPN
&€ APT Management Local Network Status

Direct

O App Development

33 Devops Monitering Exchange
olo Interconnectivity Sk
it Dedicated
k. Observability Vulnerability Scans
asel + Dedicated Hosting
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e You will be directed to a page that lists any connections you have created. In

9

this list you will find your connection and the following details will be displayed:

* Connection name e Link speed
* Location * Network provider
* Connection status * Actions

Click on the ‘Actions’ button. You will have the option to Accept or Reject a
connection. Clicking ‘Accept’ for the connection to be provisioned on Console
Connect. If you click ‘Reject’ then Console Connect will not provision the
connection.

For the purpose of this section of the document, click ‘Accept’.

= BMCloud

& Classic

Storage

Network

Security

s = 50 Mbps. Hong Kang 1 peoW s} Creais Approval i
g Kong Pending

Accept

Reject

ed

ed

e2e_lutsousggcofach 50 Mbps. Hong Kong 1 PCCW ® Provisioned

How to connect guide | IBM Cloud

e consoleconnect

e You will be directed to IBM Cloud's terms and conditions page. Review your

connection details, accept the terms and conditions and then click the ‘Create’
button. When you click ‘Create’, the connection process will begin.

IBM Cloud

B classic Catatog | Offwing Dotats

&}
P Create a IBM Cloud Direct Link Connect Connection
Overview
Devices . Direct Link Instance Name: Order Summary uso =
Storage

5100.00/m0

Natwork

Location @
Total due per month:  $100.00
oo
Total due now $0.00
Network Provider:  not nctuge
- > Apply promo code
Select Port:@
Link Speed:

After completing the above steps, you will see the following screen which
informs you that the connection is being created.

1BM Cloud Direct Link Connect

Order Direct Link Connect @

The table below shows the status of IBM Cloud Direct Link Connect connections provisioned for this account. Details of the connection can be
displayed by clicking on the connection name. The connections can be cancelled or deleted depending on the connection status.

MAME LINK SPEED LOCATION NETWORK PROVIDER  CONNECTION STATUS  Actions

Create In

@ Delete Approval
Pending

® Provisioned

@ Delete Approval
Pending
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o Go back to ‘Console Connect’. Generally it takes around two minutes for the @ To see more information about your connection, click on that connection and
connection to become Active. you will be directed to the ‘Connection Details’ page.

o There are four tabs on the Connection screen that display connections
according to their status:

IBM Direct Link

* Pending: Once you create a connection in Console, you can find the

connection in Pending state and will be displayed under the Pending tab PAULZJUN 2 =
until it's accepted on IBM Cloud. After you accepted it on IBM Cloud, the e 0 s
connection will move from pending tab to Active tab (after a couple of

minutes).

* Active: All your Active connections.

* Disabled: All connections that have been disabled. If a connection is enabled,
it will move back to the Active tab.

e Archived: All connections that have been deleted.

Click on the ‘Active’ tab. You will see the connection that you have created.

1BM Cloud

IBM Connection name i 1BM Cloud account ID

o = PAUL2JUN_3
i Connections °
p actve  Disabed e v As shown in the above image, on the connection details page,

@ Mags_Test

you will be able to see important information such as:

@ PAUL1JUN6

& @PAuan e Layer 2 status
@ PruLTaun s * VLAN ID
B i. Source

@ PAUL 28 MAY_2

ii. Destination
* Connection name
* Contract details
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Step 3

Delete an IBM Connection

e consoleconnect

Console connect also allows the user to delete an active IBM connection. The steps below outline the
process to delete an IBM connection.

0 Click on an active connection that you want to delete.

n

o

Connections °

Active  Disable e Type v

@ Maas Test
@ PAULYUN G
[ Pf’ULZJUN,}
@ PAULTOUNY

@ PAUL.28 MAY 2

@ PAULPLAN 1

It will take you to the connection details page and you will see an ‘Actions’ drop
down list. Click on that and select ‘Delete’.

o =

Ports Connections

IBM Direct Link

(o)
Active connection 18M Cloud
Request Accept on Cloud Configure BGP
Your Direct Link connection is a uires BGP to be configured. Please configure
BGP on nd your own router.

PAUL_10JUN_1

Actions_~

bps

How to connect guide | IBM Cloud

o You will be presented with a message that asks you to confirm if you want to go

ahead and delete your IBM connection. Click ‘'Yes, delete the connection’.

Delete connection?

You are about to delete this connection on Console Connect
and send a delete request to the IBM Cloud. You must accept
the request so that the connection is deleted on the IBM
Cloud. This will allow VLAN IDs to be released and prevent
any unnecessary billing by IBM

Yes, delete the connection Cance!

You will see that your connection is being deleted. It is important to reiterate
that you will need to accept the delete request on IBM Cloud to ensure the
deletion process is completed and there’s no billing impact.

CDR Allocation and Utilization

Plan Port for 18~

tttttttttttttt i

Mags Test

mmmmmm y

Summary

Rate limic
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e Go to IBM Cloud Portal and accept the delete request. You can follow the
same steps as per the connection process to find your connection pending
acceptance to delete.

0 Once you click ‘Accept’, return back to Console Connect. Depending on the
speed at that time between different layers, the process could take anywhere
between 60 seconds to a couple of minutes for the connection to be deleted.

1BM Cloud

B Classic . .
U e e Once the connection has been deleted, Console Connect will refresh and you

. e e e e e e e P e e will be directed to the ‘Archive’ connection list. The archive connection list
— m — mm — displays all the connections that have been deleted. In this list you will find your
e . T most recently deleted connection.

- woogronss poow o Qoo ook

50 Mbps Hon Kong 1 boow o dege et |

o You will also see a message displayed in a banner at the top of the screen
e Click ‘Accept stating that your connection has been deleted. It also reminds you to ensure
' the connection has been deleted on the IBM Cloud portal.

IBM Cloud Direct Link Connect

The table below shows the status of IBM Cloud Direct Link Connect connections provisioned for this account. Details of the connection can be

Activity ~ Community ~ Network  Pricing | SOFdera port

displayed by clicking on the I SThe reani lled or deleted depending on the connection status. Your connection has been permanently deleted. You need to go IBM Cloud and accept this delete request. It may still be found In the "Archived" connection list
NAME LINK SPEED LOCATION NETWORK PROVIDER CONNECTION STATUS Actions. o FaC——
50 Mbps Hong Kong 1 Pccw . E:r‘\ed‘fr:y Qwrwat F Azure
Google Cloud Interconnect
50 Mbps Hong Kong 1 PCCW . E':}a“igpp"”ﬂ : 2] 9 Google Cloud e
50 Mby Delste Approval . @ test CCsUPE30 Aaure ExpressRoute
ps Hong Kong 1 PCCW § Dodioe [ o
50 Mbps Hong Kong 1 PCCW @ Provision :cfept' b @ test CCSUPE30 Aaure ExpressRoute
e Awre
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Step 4

Disabling and enabling an IBM connection

Console Connect also allows you to disable and enable an active IBM connection.
Follow the steps below to disable an IBM connection.

c Click on an active connection that you want to delete.

13

(e]

Connections

Active

@ Macs Test
@ PAULIIUN.S
@ PRULZUN3
@ PAULIOUNY

@ PAUL28 MAY2

@ PAULLPLAN_1

It will take you to the connection details page. Click on the ‘Actions’ drop

down list and select ‘Disable’.

IBM Direct Link

Active connection 18M Cloud

Request

Your Direct Link connection is a

PAUL2JUN_3

Actions

Delete

Configure BGP

P to be configured. Please configure
own router.

0 271

How to connect guide | IBM Cloud
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e You will be presented with a message that asks you to confirm if you want to
disable your IBM connection. Click ‘Yes, disable the connection'’.

Disable connection?

You are about to disable this connection. Once disabled, you
may enable the connection at any time to return it to active.

Yes, disable the connection Cancel

o You will see that your connection is being disabled.

o =

Ports Connections

IBM Direct Link

Active connection 18M Cloud

Request Accept on Cloud Configure BGP

Your Direct Link connection is active but requires BGP to be configured. Please configure
BGP on 1BM Cloud and your own router.

PAUL2JUN_3
Actions = Disabling
This may take a
few minutes
@ [2Up 08Jun 2020, 00:34
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Once the connection has been disabled, you will see a banner at the top of 0 To enable it, click on the connection. This will take you to the
the screen stating that the connection is now disabled. You will see ‘Disabled connection details page.
connection’ beneath the connection type highlighted in red text that confirms

the connection is now disabled

o =

Ports Connections

IBM Direct Link 5

Disabled connection 18M Cloud

Orderaport

Your connection has been disabled. it may now be found in the Disabled connection list.

PAUL2JUN_3
IBM Direct Link &
Disabled connection 18M Cloud. Actions =

PAUL2JUN_3

@ Disabled

N Actions =

® Disabled

Summary  Billing

o Click the “Actions” drop down list, and select ‘Enable’.

e If you click on ‘Connections’ and then click on the ‘Disabled’ tab, you will

find your disabled connection. 5 —
Ports Connections
IBM Direct Link &5
Disabled connection 18M Cloud
(e} —
Ports Connections
- PAUL2JUN_3
Connections o
Actions +
Ve " (= Al
5 @ PAUL2JUN3 @0 Enable | oo 1023
o BM @ @
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You will see the connection being enabled.

O =
Ports Connections
IBM Direct Link Rs)
Disabled connection 18M Cloud
PAUL2JUN_3
Actions  ~
@ Disabled 10Jun 2020, 10:23

Once the connection is enabled, you will see a banner at the top of
the screen stating that your connection is enabled and active.

Ordera port

Your connection has been re-enabled and is now active. It may now be found in the “Active’ connection lst.

154 Cloud

Configure BGP

but requires 8GP
8GP on 1BM Cloud and your own router.

oLt Close guide,

PAUL2JUN_3
[T
Actions 0 0
i bps
—

Click on ‘Connections’. Click on the ‘Active’ tab where you will find
your connection listed as enabled and active.

How to connect guide | IBM Cloud
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FAQ _

How does Console Connect integrate with IBM Cloud Direct Link Connect?
Console Connect utilises Application Programming Interfaces (APIs) with IBM Cloud
Direct Link Connect in order to provision the L2 connection to IBM Cloud.

Does the bandwidth (rate limit) of the L2 Connections need to match the IBM
Cloud Direct Link Connect tier?

No, they may differ. The Console Connect Platform gives you the option to use the
same bandwidth as the IBM Cloud Direct Link Connect or lower.

If I select a Rate Limit of T0Mbps to IBM Cloud Direct Link Connect, how is it
provisioned?

If 10Mbps was input as the rate limit then Console Connect will provision a 10Mbps L2
circuit from the source port.

Does IBM Cloud meter bandwidth for Direct Link products?

Yes. Bandwidth usage across the Direct Link service between customers and IBM
Cloud is free and unmetered. IBM Cloud does meter outbound bandwidth from IBM
Cloud services to the public internet.

Does IBM Cloud allow redundancy?

Refer to the following link by IBM that has details are regarding redundancy:
https://cloud.ibm.com/docs/direct-link?topic=direct-link-models-for-diversity-and-
redundancy-in-direct-link

Does IBM Cloud Direct Link Connect offer a Service Level Agreement (SLA)?
There is no SLA on Direct Link today. Customers can achieve 99.999% effectively with
two or more Direct Links that are properly configured for failover by using BGP, but
IBM cannot control that or provide an SLA on it.
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How can | achieve redundancy with IBM Cloud Direct Link?
Console Connect provides diverse NNIs in every location, so you can achieve
redundancy by creating a second connection to the other NNI.

What is the difference between the default “local” routing and the global
routing add-on for Direct Link?

The local routing option is the default routing option. If your Direct Link is connected
at the local PoP, it provides access to all data centres within that same market. In
some markets, local routing is applicable for stand-alone PoP locations and direct
links that are terminated at the data centre. Check the list of expanded markets for
more information.

With our standard Direct Link offering, you can send traffic between the data centres
in your selected region. If you need access to other data centres outside of the
specified region, you must order the global routing add-on. For example, you might
use global routing to share workloads between dispersed IBM Cloud resources (such
as Dallas to Ashburn, or Dallas to Frankfurt).

Does Direct Link support Jumbo frames?
Jumbo frames (up to 9214 bytes) are supported on Direct Link Connect, but a
support request must be raised before connection is made.

Can | give any name to a connection?

You can give any name you want to a connection as long as it complies with the
validation rules in place. Below is a list of accepted characters for an IBM connection
name. Anything outside of this will not be valid.

1. Alphabets characters
2. Numeric characters
3. Special characters --"and "’


https://cloud.ibm.com/docs/direct-link?topic=direct-link-models-for-diversity-and-redundancy-in-direct-link
https://cloud.ibm.com/docs/direct-link?topic=direct-link-models-for-diversity-and-redundancy-in-direct-link
https://cloud.ibm.com/docs/direct-link?topic=direct-link-pricing-for-ibm-cloud-direct-link#expanded-ibm-cloud-direct-link-local-markets

Definitions _

* Termination Location: Established physical NNI with IBM Cloud in multiple
locations can be found here.

* Port Speed Options: Select 50Mbps, 100Mbps, 200Mbps, 500Mbps, 1Gbps,
2Gbps, or 5Gbps.

* Redundancy: IBM Cloud provides connections to two (2) diverse cross-connect
routers (XCRs) as part of the product. To establish redundant connectivity,
customers must configure BGP on each Direct Link connection as they prefer.
Examples include options such as these: prefer lowest MED, prefer highest local-
preference, or prefer shorter AS paths.

* Local/Global Routing Options: The Local Routing option is the default routing
option. It provides access to data centres within the same market as the Direct
Link PoP (denoted, for example, as DAL, AMS, or MEL). The Global Routing option
is required as an add-on to connect your IBM cloud resources to other IBM Cloud
resources in data centres outside the local market. It is used to share workloads
between IBM Cloud resources (for example Dallas to Ashburn, or Dallas to
Frankfurt).

* Connection name: A user defined name which needs to adhere
to naming conventions.

* Type/Flavor: Direct Link flavor (EXCHANGE, CONNECT supported as
of this writing).

* Provider: Network provider name.

* Port: Pre-defined shared port label for unambiguous port identification.

* Speed: One of the supported speeds for the selected offering.

* VLAN ID: Layer-2 802.1Q ID allocated by IBM.

* BGP ASN: May be requested by customer per IBM spec, or allocated by IBM.
* BGP Router IPs: IPs assigned for BGP exchanges between routers.

* Global: Scope of the peering connection: Global or local.

* Service Key: Unique identifier assigned to the connection by IBM
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Contact us

If you have any enquiry, please contact Console Connect by

consoleconnect@pccwglobal.com or visit www.consoleconnect.com
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